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Data Governance gap analysis for ICH-GCP E6 R3

Scope: This form aims to assess the compliance of the company’s Quality Management System and all the actively used Computerised Systems towards section 4. (Data Governance) of ICH E6 R3 guideline (which is known as Good Clinical Practice).

Instructions: Follow the logic of the questions below and provide relevant answers. At the end, you will have a completed review related to section 4. of ICH E6 R3, be able to identify any gaps and determine if any follow-up actions are required.

1. General Compliance

As per section 4. and in connection to that, the following key processes should address the full data life cycle with a focus on the criticality of the data and should be implemented proportionately and documented appropriately:

	Question
	Answer[footnoteRef:1] [1:   If Yes, add reference. If No define Action (who, what, by when will do and where it will be documented) or add explanatory comment.] 

	Reference/Action/Comment

	A. Is there a process outlining data governance principles and responsibilities?
	|_|Yes             |_|No
	

	B. Are data governance roles and responsibilities clearly defined and assigned?
	|_|Yes             |_|No
	

	C. Is there a process in place for managing data throughout its lifecycle, including creation, modification, storage, and deletion?
	|_|Yes             |_|No
	

	D. Is there a process about protection of confidentiality of trial participants’ data?
	|_|Yes             |_|No
	

	E. Is there a process for managing Computerised Systems (including validation and periodic review)?
	|_|Yes             |_|No
	

	F. Are there processes to drive critical/essential aspects of the clinical trial?
	|_|Yes             |_|No
	

	G. Are there processes to support key decision making during the clinical trial?
	|_|Yes             |_|No
	

	H. Is there a risk management process in place to support data governance?
	|_|Yes             |_|No
	

	I. Are procedures in place for notifying regulatory authorities of significant data incidents, as required?
	|_|Yes             |_|No
	



2. Safeguard the blinded state
	Question
	Answer[footnoteRef:2] [2:  If Yes, add reference. If No define Action (who, what, by when will do and where it will be documented) or add explanatory comment.] 

	Reference/Action/Comment

	A. Is there a process for maintaining the integrity of blinding in the clinical trial?
	|_|Yes             |_|No
	

	B. Are roles, responsibilities and access to unblinded information defined?
	|_|Yes             |_|No
	

	C. Are risk mitigation strategies applied for blinded trials to avoid unbinding?
E.g. for Investigational Site, Sponsor, Supplier’s staff, etc.
	|_|Yes             |_|No
	

	D. Is there a way to document planned or unplanned unblinding during the clinical trial?
	|_|Yes             |_|No
	



3. Data Life Cycle elements
	Question
	Answer[footnoteRef:3] [3:  If Yes, add reference. If No define Action (who, what, by when will do and where it will be documented) or add explanatory comment.] 

	Reference/Action/Comment

	A. Are there processes to define
	
	

	i) Data and metadata capture
	|_|Yes             |_|No
	

	ii) Data validation
	|_|Yes             |_|No
	

	iii) Data verification (including criticality determination)
	|_|Yes             |_|No
	

	iv) Data and metadata review
	|_|Yes             |_|No
	

	v) Data corrections and acceptance
	|_|Yes             |_|No
	

	vi) Data transfer, exchange and migration
	|_|Yes             |_|No
	

	B. Is there a process to outline the conduct of regular data reviews, the identification and rectification of discrepancies or errors?
	|_|Yes             |_|No
	

	E. Is a procedure established to drive statistical analysis?
	|_|Yes             |_|No
	

	F. Is there a process in place or interim and final data analysis?
	|_|Yes             |_|No
	

	G. Is there a process for data finalization activities prior to analysis?
	|_|Yes             |_|No
	

	H. Is there a process specifying the duration for which data is retained? 
	|_|Yes             |_|No
	

	I. Is a procedure established for the secure archiving of data, ensuring readability and accessibility over time?  
	|_|Yes             |_|No
	

	J. Is it defined how to secure the irreversible destruction of data when it is no longer required?
	|_|Yes             |_|No
	



4. Computerised Systems review
Complete this section either a) for each Computerised System which has GxP impact, or b) in general (in this case update the wording of questions accordingly).
4.1. System name
	GAMP 5 category:
	
	Current system version:
	



	Question
	Answer[footnoteRef:4] [4:  If Yes, add reference. If No define Action (who, what, by when will do and where it will be documented) or add explanatory comment.] 

	Reference/Action/Comment

	Is the user account creation, changes to user roles and permissions and user access logged?
	|_|Yes             |_|No
	

	Are changes in data documented (i.e. via audit trail)?
	|_|Yes             |_|No
	

	Are audit trails, reports and logs not disabled?
	|_|Yes             |_|No
	

	Are audit trails, reports and logs interpretable and can support review?
	|_|Yes             |_|No
	

	Is automatic capture of date and time of data entries/transfer unambiguous (e.g., timezone stamp is available)?
	|_|Yes             |_|No
	

	Are measures in place to protect data from unauthorized access, alteration, or loss?
	|_|Yes             |_|No
	

	Have users received adequate training on the use of computerized system?
	|_|Yes             |_|No
	

	Are regular data backups performed, and is there a disaster recovery/contingency plan in place?
	|_|Yes             |_|No
	

	Are data recovery tests performed regularly?
	|_|Yes             |_|No
	

	Is the computerized system validated to ensure its function as intended?
	|_|Yes             |_|No
	

	Has periodic review been performed?
	|_|Yes             |_|No
	

	Is there system release documentation available (e.g. Approval to Go Live, System Release Certification, etc.)?
	|_|Yes             |_|No
	

	Is technical/help desk support available?
	|_|Yes             |_|No
	

	Is there a way/system for reporting and documenting the system and data-related incidents and their resolution?
	|_|Yes             |_|No
	

	Are the incidents reviewed regularly?
	|_|Yes             |_|No
	

	Is there a risk and/or criticality assessment in place for the reported incidents?
	|_|Yes             |_|No
	



4.2. System name
	GAMP 5 category:
	
	Current system version:
	



	Question
	Answer[footnoteRef:5] [5:  If Yes, add reference. If No define Action (who, what, by when will do and where it will be documented) or add explanatory comment.] 

	Reference/Action/Comment

	Is the user account creation, changes to user roles and permissions and user access logged?
	|_|Yes             |_|No
	

	Are changes in data documented (i.e. via audit trail)?
	|_|Yes             |_|No
	

	Are audit trails, reports and logs not disabled?
	|_|Yes             |_|No
	

	Are audit trails, reports and logs interpretable and can support review?
	|_|Yes             |_|No
	

	Is automatic capture of date and time of data entries/transfer unambiguous (e.g., timezone stamp is available)?
	|_|Yes             |_|No
	

	Are measures in place to protect data from unauthorized access, alteration, or loss?
	|_|Yes             |_|No
	

	Have users received adequate training on the use of computerized system?
	|_|Yes             |_|No
	

	Are regular data backups performed, and is there a disaster recovery/contingency plan in place?
	|_|Yes             |_|No
	

	Are data recovery tests performed regularly?
	|_|Yes             |_|No
	

	Is the computerized system validated to ensure its function as intended?
	|_|Yes             |_|No
	

	Has periodic review been performed?
	|_|Yes             |_|No
	

	Is there system release documentation available (e.g. Approval to Go Live, System Release Certification, etc.)?
	|_|Yes             |_|No
	

	Is technical/help desk support available?
	|_|Yes             |_|No
	

	Is there a way/system for reporting and documenting the system and data-related incidents and their resolution?
	|_|Yes             |_|No
	

	Are the incidents reviewed regularly?
	|_|Yes             |_|No
	

	Is there a risk and/or criticality assessment in place for the reported incidents?
	|_|Yes             |_|No
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