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GDPR[footnoteRef:1] assessment [1:  General Data Protection Regulation (regulation 2016/679 of the European Parliament in the European Union)] 

Scope: This assessment aims to quickly evaluate whether your Supplier is affected by GDPR and what relevant compliance measures are in place.

Instructions: Follow the logic of the below questions and provide relevant answers. At the end, you will oversee the GDPR status of the Supplier and be able to determine if any follow-up actions are required.


	Question
	Answer

	1. Do you process personal data of individuals residing in the European Union/European Economic Area (EU/EEA)?
	[bookmark: Check1][bookmark: Check2]|_|Yes                 |_|No

	2. Do you offer products and/or services to individuals in the EU/EEA, even if your company is based outside of the EU?
	|_|Yes                 |_|No

	3. What categories of personal data do you process? (e.g., names, emails, IP addresses, health data, etc.)
	Please describe

	4. What is your role in data processing? 
I.e. are you a data controller, data processor, or joint controller?
	Please describe

	5. When collecting your client’s data, do you ask for their permission (consent) and state how you will use it? 
	[bookmark: Check3]|_|Yes                 |_|No                  |_|N/A

	6. Do you have a Data Processing Agreement (DPA) in place with your clients?
	|_|Yes                 |_|No                  |_|N/A

	7. Can you provide details of your legal basis for processing personal data?
	|_|Yes                 |_|No                  |_|N/A

	8. How do you ensure compliance with GDPR principles such as data minimization, purpose limitation, and storage limitation?
	Please describe

	9. What security measures do you have in place to protect personal data?
I.e. are the collected data encrypted and secured by authorized individuals only?
	Please describe

	10. How do you handle data subject rights requests (e.g., right to access, rectification, erasure, and portability)?
	Please describe

	11. Do you transfer personal data outside the EU/EEA? If so, what safeguards do you have in place (e.g., Standard Contractual Clauses, Binding Corporate Rules, adequacy decisions)?
	|_|Yes                 |_|No                  |_|N/A

	12. Do you have a documented process for reporting and managing data breaches?
	|_|Yes                 |_|No                  |_|N/A

	13. Have you appointed a Data Protection Officer (DPO)?
	|_|Yes                 |_|No                  |_|N/A

	14. Do you have legally appointed GDPR representative?
	|_|Yes                 |_|No                  |_|N/A
Note: in most cases equivalent to DPO, explain if different.

	15. Please provide the name, title, email address and phone number of the DPO.
	Answer if #13 is answered with Yes

	16. How often do you conduct data protection impact assessments (DPIAs)?
	Please describe

	17. Do you provide GDPR training to your employees?
	|_|Yes                 |_|No                  |_|N/A
If Yes, please explain the frequency.

	18. Are you certified under any privacy or security frameworks (e.g., ISO 27001, SOC 2, EU-U.S. Data Privacy Framework)?
	|_|Yes                 |_|No                  |_|N/A
If Yes, please provide certificate(s) as attachment.
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